RAXAK PROTECT

Simplifying and Automating .
Cloud Security Compliance

PRODUCT FEATURES SECURITY COMPLIANCE CHALLENGE

Enterprises want to take advantage of the flexibility and cost
advantages of running applications in the public cloud. The
challenge for the Chief Information Security Officer, is achieving
consistent application security compliance across both private
and public clouds.

Automated

Standard security profiles based on
NIST & DISA.

CISO custom profiles for enterprise
workloads.

Agentless, SaaS deployment across clouds.

Continuous monitoring, reporting and
remediation.

50% of the cost of managing cloud apps is manual
security compliance. Manual security is slow, error prone,
increases risk.

Consistent

= Easy for novice and expert users. @ 50% of security parameters on public clouds are not set
= Integrated with hybrid service management. correctly increasing risk.

= On-premise and public clouds.

© IR T SO (RS 95% of cloud security parameters can be configured
Efficient automatically

= Speeds application development

* Reduces security compliance costs. AUTOMATE AND SIMPLIFY SECURITY COMPLIANCE
= Simplifies security audits across hybrid Raxak Protect is a SaaS-based security offering that empowers
IT services. IT and application development teams to automate security and
ensure compliance across their private and public clouds.

“The integration of Cloud Raxak Protect
automated security with HP's Cloud Service SECURITY CONTINUOUS —
Automation, will enable Athreya Technologies to PROFILES COMPLIANCE

deliver a compliance solution for the regulatory

driven healthcare and financial service industries. Healthcare (HIPAA) STIGS
By ensuring security compliance, this will provide Firance EE@SC IS Benchmarks
these clients the flexibility to run their applications

on a private or public cloud.”

-Balaguru Athreya, CEO of Athreya
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Scalable, Flexible, Efficient
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24/7 Automated Compliance & Remediation

® 24/7 monitoring
Raxak Compliance for RackSpace (1.0.0)
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® Audit-ready reporting

Raxak Compliance for Openstack Server (1.0.0) Mission Critical-Level Protection
Application Servers

openstack o ¥ Security profiles using Defense Industry STIGS
' ®  Custom support for Industry Standards HIPPA, FFIEC, PCI

Raxak Compliance for VMware Server (1.0.0)

Application Servers One-touch Compliance Across Clouds

® One-touch security across clouds with IT Service Catalog
® DevOps integration for full app life-cycle security

“The tight integration with HP service

management tools provides enterprise customers HOW RAXAK PROTECT WORKS

a turn-key solution for automating application Raxak Protect is designed with a robust cloud-scale
security compliance across both public and architecture that can rapidly handle large changes in the load
private clouds.” (number of assets being managed) without impacting the
performance of each asset. Our architecture makes optimal
use of design patterns that build multi tenancy, isolation, and
redundancy as the basis of our operation.

-Atul Garg, VP/ GM of HP Cloud and Automation

Raxak Protect Agentless Architecture

an IBM Company
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